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THE BIG DATA SOCIETY
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DATA ANALYTICS RESEARCH LAB

• 20+ Projects
• 50+ industry-based MRes/PhD 

Scholarships
• 30+ alumni/graduates
• 70+ publications
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EXTERNAL RESEARCH PARTNERSHIP
OVER $17 MILLION
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Artificial Intelligence (AI)

“A system’s ability to correctly interpret external
data, to learn from such data, and to use those
learnings to achieve specific goals and tasks
through flexible adaptation”.

Kaplan, Andreas, and Michael Haenlein. "Siri, Siri, in my hand: Who’s the fairest in the land? On the interpretations, 
illustrations, and implications of artificial intelligence." Business Horizons 62.1 (2019).
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AI Components:

• External Data
(From Data to Big Data)

• Learning
(From Machine Learning and Natural Language Processing to Software-as-a-Service,
Knowledge Graphs and Crowdsourcing)

• Goals and Tasks
#Business-Process-Management #Decision-Making
(Data-Driven and Knowledge-Intensive Processes)

Artificial Intelligence (AI)
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GAP !!

Today, the advancement in Artificial Intelligence (AI) and Data Science has the potential to transform
business processes in fundamental ways; by assisting knowledge workers in communicating analysis
findings, supporting evidences and to make decisions.

DATA PROCESS
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Example Innovations

Data Lake
Knowledge Lake

Knowledge Base 4.0
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Data Lake As A Service

Beheshti et al., "CoreDB: a Data Lake Service", 26th ACM International Conference on Information and Knowledge Management (CIKM), Singapore, 2017.
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Knowledge Lake As A Service

Beheshti et al., "CoreKG: a Knowledge Lake Service", PVLDB 11(12), 2018
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Knowledge Base 4.0

Beheshti, "Knowledge Base 4.0: Using Crowdsourcing Services for Mimicking the Knowledge of Domain Experts", ICWS, 2022.
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Security
Challenges:
• AI Expansion
• IoT Threats
• Blockchain Revolution
• Serverless Apps Vulnerability
• attacks (Cloud, Phishing, 

Ransomware, Denial-of-service, ...)
• …

Types:
• Critical infrastructure security.
• Application security.
• Network security.
• Cloud security.
• Internet of Things (IoT) security.

Approaches:
• Preventive
• Protective
• Punitive
• Detective

Applications:
economic security, food security, 
health security environmental 
security, personal security, 
community security, political 
security, …

Threats:
• Loss of Data
• Data Breaches
• System Disruption
• Intellectual theft
• …
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HACKATHON CHALLENGES

AI-enabled Security

The challenges in this hackathon will focus on novel applications of AI in security, from machine learning and
data analytics to cognitive assistants. The goal is to leverage AI to stay ahead of threats and learn how to respond
w/ greater confidence and speed.
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HACKATHON CHALLENGES

Challenge 1: Data Lake and Cloud
The continuous improvement in connectivity, storage and data processing capabilities allow access to a data
deluge from open, private, social and IoT data. Data Lakes introduced as a storage repository to organize this
raw data in its native format until it is needed. As a user of cloud infrastructure and Data Services, data lakes will
remove the system setup challenges and enable you to deploy your workloads faster than ever. But, with that
speed comes many security related drawbacks.

Your solution will present an AI-enabled approach to address the Data Loss/Leak Prevention (DLP) challenge in 
a Data Lake, i.e., the process of detecting and preventing data breaches, exfiltration, or unwanted destruction of 
sensitive data.
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HACKATHON CHALLENGES

Challenge 2: Internet of Things (IoT)
Recently, we have become exposed to a plethora of new IoT security-related threats that never existed before,
some of which have the potential to impact our way of life profoundly. This is important as our society is
increasingly reliant on smart devices and services, from home automation and manufacturing to finance and
transport. These billions of inter-connected devices with sensors and actuators, reachable almost instantaneously
through the ubiquitous internet from any location and any other device in the world. All too often, “reachable”
means reachable by unauthorized entities as well as intended users.

Your solution will present and AI-enabled approach to address the Reachability challenge to prevent IoT devices 
from being reachable by unauthorized entities/users.
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HACKATHON CHALLENGES

Challenge 3: e-Safety, Cyber-safety, and Cybersecurity
In the age of social media, dangerous and damaging online challenges are increasing. Cyber-safety (e.g., protect
people from online threats) and Cybersecurity (protect information from malicious threats and cybercrime) play
a vital role in helping us have a safer and more positive experiences online.

Your solution will present an AI-enabled approach to protect Australians from online threats; addressing 
challenges around cyber-safety, protecting personal information, Illegal and restricted online content, 
Cyberbullying, sharing identities, and more. Your solution can focus on educators, parents, young people, kids, 
women, and/or seniors.
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JUDGING CRITERIA
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THANK YOU


